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Paper abstract

The aim of this paper is to describe a new probabilistic approach to the role engineering process for RBAC.
We address the issue of minimizing the number of roles, problem known in literature as the Basic Role
Mining Problem (basicRMP). We leverage the equivalence of the above issue with the vertex coloring
problem.

Our main result is to prove that the minimum number of roles is sharply concentrated around its expected
value. A further contribution is to show how this result can be applied as a stop condition when striving to
find out an approximation for the basicRMP. The proposal can be also used to decide whether it is
advisable to undertake the efforts to renew a RBAC state. Both these applications can result in a substantial
saving of resources. A thorough analysis using advanced probabilistic tools supports our results. Finally,
further relevant research directions are highlighted.
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